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MNOJINTUKA
HHPOPMALHOHHOM §€30NaCHOCTH B rocy1apCTBEHHOM
0101’KeTHOM yupeskaeHuH 3apaBooxpaHenns «[lepuHaTajJbHbIH
IEHTP ropoaa ApMaBHPa» MHHHCTEPCTBA 31PaBOOXPAHEHHS
Kpacnoaapckoro kpast

1. O0mue nosokeHus

[Tonutrka uHGopMarmonHon 6ezomacHoctu I'bY3 I M3 KK (nanee —
yUpeXXIeHHe) MpearoiaraeT Co3JaHiue COBOKYITHOCTY B3aUMOYBsSI3aHHBIX
HOPMATHBHBIX i OPraHU3allHOHHO PACIIOPAIUTENBHBIX JOKYMEHTOB, ONPeIeISOIINX
NOpPSIIOK obecniedeHus 6e30MacHOCTH UH(GOPMAIUH B UHPOPMALIMOHHBIX CUCTEMAX,
yIIpaBJIeHHs U KOHTPOJISI UHPOPMALIMOHHON 0€30I1aCHOCTH, a TAK)Ke BBIABUIarOIIMX
TpeGoBaHUS 110 MOAACPIKAHUIO ITOZOOHOIO MOPsIIKA.

[TomuTHka HHGOPMAITMOHHONW 6€30TaCHOCTU OTpaXKaeT MO3ULIMI0 PYKOBOICTBA
IO BOTIpocy obecrneueHus: HHPOpMaLMOHHON 06€30I1acCHOCTH YUPEKACHHUS.
[TomuTrKa HHGOPMAITHOHHOM 6€30MaCHOCTH YUpeXKACHUs HallpaBiieHa Ha:

HOpPMAaTHUBHOE PeryJIHpOBaHuUe Mpoliecca OOMeHa 3allulaeMoi HHpopMalen
YUPEXJAEHUS C BBILLIECTOSIIIUMHU OpraHaMH, COOTBETCTBYOIIMMH
MuHuCcTEepCTBaMH, C B3aUMOAECHCTBYIOIUMHU CTPYKTYPaMH, FOPUIAUNIECKUMU U
(U3UIECKUMU JTUIAMU;

YCTAHOBJIEHUE OIPE/IEIEHHOTO OPraHU3aI[MOHHO-TIPABOBOTO PEKUMa
HCITOJIB30BaHUs NH()OPMALIMOHHBIX PECYPCOB YUPEKICHUS;

pa3paboTKy CUCTEMBI HOPMATUBHBIX JTOKYMEHTOB YUpEKAEHUS,

JEHCTBYIOIIMX Ha ITpaBax CTaHIApTOB U ONPEAEISIONMX CTENEHb
KOH(MUIEHIIUATBbHOCTH UH(OpMAIH, TpeOyeMBblil ypOBEHbD 3alUIIEHHOCTH
00BeKTOB HH(MOPMATH3AIUH YUPEXKISHUS, OTBETCTBEHHOCTD JOJDKHOCTHBIX JIHIL
¥ COTPYAHHUKOB 3a cOOJII0IeHre 9TUX TpeOOoBaHuUM;

pean3aIuo KOMIUIEKCa OpraHU3alluOHHBIX, HH)KEHEPHO-TEXHUYECKHX,
TEXHUYECKHUX U alllapaTHO-IIPOrPaMMHBIX MEPOTIPUSTHH 10 IpeLypexICHUIO
HECAaHKIIMOHUPOBAHHBIX JAeUCTBHI ¢ HHGOpMAaLMeH U 3aIUTy €€ OT YTEUKH 110
TeXHUYECKUM KaHajIaM;

IpeoCTaBlIeHHUe IT0Ib30BaTeIsIM HEOOXOJUMBIX CBEIECHUM IS
CO3HATEJIBHOTO MOAePXKAHUSA YCTAHOBJIEHHOIO YPOBHS 3aIlMIIEHHOCTH
00BEKTOB UH(POPMATU3ALNUU YUPEXKICHNUS;

OpraHU3aIHIO TIOCTOSTHHOTO KOHTPOJIS 3¢ ()EeKTUBHOCTH IIPUHSTHIX MEP



3aIIUTHl U QYHKIIMOHUPOBAHUS CUCTEMbI 0OecreueHus: HH()OPMaMOHHON
0€30MacHOCTU YUPEXKICHHUS;
® CO3[aHUE B UCIIOJIHUTEILHOM KOMUTETE PE3EPBOB U BO3MOXKHOCTEN 110
JUKBUAAIMYU TTOCJIEACTBUNA HAPYIICHUS PEKUMA 3alUThl HHGOPMAIUU U
BOCCTaHOBJICHHUS CUCTEMBbI 00ecrieueHus MHPOPMAIIMOHHOW 0€30MaCHOCTH.

Hacrosimuii tokyMeHT pa3paboTaH B COOTBETCTBUU C TPEOOBaHUSIMU
HauuoHasbHOrO crangapta Poccuiickoit ®enepanuu 'OCT PUCO/MIK 17799-
2005.

eab obecnieueHust THPOPMALMOHHON 0€30IIACHOCTH

OCHOBHOI1 LIETBIO ABIIAETCS OOecneueHre HHPOPMAIIMOHHOM 0€30MacHOCTH
YUpEXKICHUSI, UTO npeanoaraeT 3ppekTuBHOe UHPOPMALIMOHHOE 00CITYKUBAaHUE U
yIpaBiieHUE BCEMH CPEJCTBAMU KOMILUIEKCHOW 3aIllUThl HH(GOPMALIUH,
aJIeKBaTHOE OTpa)X€HUE Yrpo3 HHPOPMaLIMOHHOMN 0€30MacHOCTH, TOJTYMHEHHOE
€IMHOMY 3aMBbICITY.

['maBnas nenp npuHUMaeMbix Mep 3amuThl uHGopManuu ['6Y3 T M3 KK
COCTOUT B TOM, YTOOBI TapaHTUPOBATH LIETOCTHOCTD, IOCTOBEPHOCTD, TOCTYITHOCTh
¥ KOH(UACHIIMATILHOCTh HHPOPMAITMHU BO BCEX €€ BUAaX U (popMax, BKITHOUast
JIOKYMEHTHI U JJaHHbIE, 0OpabaThIBaeMble, XpaHUMBIC U TIEpe1aBaeMbIe B
UH()OPMAIIMOHHO-BBIYMUCIUTEIBHBIX U TEJICKOMMYHUKAITMOHHBIX CUCTEMaX (jaJiee -
undopmanmronnsie cuctemsl) ['bY3 TI1[ M3 KK, He3aBucuMo OT THIIA HOCUTES
ATUX JaHHBIX. Opranuzaius HHHOPMAIIMOHHBIX PECYPCOB JOJKHA 00eCIeuynBaTh
UX JJOCTATOYHYIO TIOJHOTY, TOYHOCTh U aKTyaJIbHOCTb, YTOOBI YAOBIETBOPSIThH
NOTPEOHOCTH YUPEKACHUS, HE )KEPTBYS IIPU 3TOM OCHOBHBIMU MPUHIIUTIAMHU
MH(GOPMAIIMOHHON 0€30IaCHOCTH, OMMCAaHHBIMU B JaHHOU [lonuTtuke.

OTBETCTBEHHOCTH 32 OpPTraHU3AIMIO U MPOBeeHNE Pa0OT MO 00EeCTIeUeHUIO
uHpopmanronnon 6ezonacHoctu ['bY3 I11[ M3 KK Hecer 3amecTuTeNb Ir1aBHOTO
Bpaya 1o aKylepCcKO-THHEKOJIOTHYECKOM ciryk0e. B HCTIOTHUTEIBHOM KOMUTETE
OCYIIECTBIISIETCS pa3paboTKa MPOEKTOB 00BbEKTOB HH(POPMATHU3AIIMH B 3AIIUIICHHOM
UCTIOJIHEHUH U UX KCIUTyaTallus ¢ y4eTOM TpeOOBaHUM MO 3auiuTe HHHOPMAIIHH.
MeTonnueckoe pyKOBOJICTBO U KOHTPOJIb 32 3 (PEKTUBHOCTHIO MPEAYCMOTPEHHBIX
Mep 3allUThl OCYIIECTBISET HA3HAYEHHBIN I1aBHBIM BpauyOM OTBETCTBEHHBIH 32
undopmarmonnyto 6e3omacuocts ['bY3 I M3 KK.

O0bexkTbl HHGOPMAIIMOHHOK 0€30MACHOCTH

OOBEKTOM 3aIIUTH B KOHTEKCTE JaHHOU [lomuTuku SBisiroTcs
undopmarmonnsie pecypesl 'bY3 I M3 KK, o6pabaTsiBacmbie B
WH(OPMAITMOHHBIX CHUCTeMaX U e (YHKIIMOHATBHBIX TOJICUCTEMAaX, COJIePIKAIINE
CBEICHHUS, JOCTYT K KOTOPHIM OIpaHUYEH, U UCTIOJIb3yeMbIE B Ipolieccax coopa,
00pabOTKH, HAKOTUICHWSI, XPAHCHUS M PACITPOCTPAHEHUS B TPAHUIIAX
nHpopmanmonasix cuctem I'BY3 I M3 KK. OcHOBHBIMU 00BEKTaMHU 3aIUTHI
I'bY3 I M3 KK sBinsttoTcs:

e uHdpopmanuonusie pecypcobl I'bY3 I M3 KK orpannyennoro
pacrpoCcTpaHeHus, B TOM YHUCJE cojiepKaliue KOHQUICHIIMAIbHbIE CBECHNUS;

e nporpammubie nH(popmannonusie pecypesl 'BY3 T M3 KK, a
MMEHHO: IPUKJIAIHOE IPOrPaMMHOE 00eCrieueHne, CUCTEMHOE IPOrPaMMHOE
obOecrieueHue, MHCTPYMEHTAJIbHbBIE CPEACTBA U YTUIUTHI,
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¢uznueckue napopmanronusie pecypesl ['bY3 I M3 KK:
KOMIIBIOTEPHOE amnmapaTHOe 00ecreYeHrne BCeX BUIOB;
HOCHUTEIU UH(OPMAILINK BCEeX BUJIOB (JIEKTPOHHBIE, OYMaXKHbIE U MPOYHE);
BCE pacXOJHbIE MaTepHAIbI M aKCecCyaphl, KOTOPbIE MPSMO UM KOCBEHHO
B3aMMO/JICHCTBYIOT C KOMITBIOTEPHBIM aIlllapaTHBIM U MTPOTPAMMHBIM
o0ecIeUeHNEM;

o texuunueckue cepBuchl ['bY3 1] M3 KK (oTomenue, ocsernieHue,

SHEProcHabKeHne, KOHIUIMOHUPOBAHUE BO3/lyXa U T.I1.).

Crnenmyet Takke OTMETHTh, YTO YKa3aHHBIC BBIIIIE OCHOBHBIE OOBEKTHI 3aIIUTHI
SBIISIIOTCSL HAaMOOJIee IEHHBIMU PECYPCAMH, U, CIIEJIOBATEIBHO, TI0 OTHOIICHUIO K HUM
JOJIKHBI IPUMEHATHCS caMble 3 (DEKTUBHBIC TIPAaBHJIa U METOJIBI 3alTUThI. U
TOCTYIHOCTb, IEJIOCTHOCTh U KOHPHUACHIIMATHLHOCTh MOTYT UMETh 0c000€ 3HAUCHUE
st obecniedenus umumka I'bY3 I M3 KK, apdextuBHOCTH ero
(GYHKIIMOHUPOBAHUSA U T.1. JOCTYITHOCTD, IIEIOCTHOCTh U KOH(UICHIIMATEHOCTD B
00s13aTeIbHOM TOPSIIKE JODKHBI YYUTHIBATHCS TIPU Pa3pabOTKe OpraHU3almOHHO
pacTopsIAUTENHHON JOKYMEHTAIIMH IO 00eCTIeUeHIIO HHPOPMAITHOHHOM
0€30MacHOCTH sl CUCTEMBI B 1IEJIOM U JIJIs1 K&KJIOTO €€ pecypca B OT/ACIbHOCTH.

3anauu obecneyeHuss UHGOPMANMOHHOM 0€30MMACHOCTH
OcHoBHBIMHU 3a1a4amMu obecrieueHust nHopManronHon 6e3zonacHoctu ['bY3 T M3
KK sBisrores:
® VYHBEHTApHU3AIMS U CHCTEMATH3aIMs BceX NH(OPMAIIMOHHBIX PECYPCOB
I'bY3 I M3 KK;
e oOecrnieyeHre 6€30MaCHOCTH MHPOPMALIMOHHBIX PECYPCOB YUPEKICHHUS,
YMEHBIIIEHUE PUCKA UX CIYYaHOM UM HAMEPEHHOW MOPYM YHUYTOKEHUS
VI XUIICHHUS;
® CBeJICHHE K MUHUMYMY (DMHAHCOBBIX, BPDEMEHHBIX U MPOYUX TOTEPH,
CBSI3aHHBIX C HapyIIeHHneM MH()OPMAIIMOHHON 0€301acHOCTH U (PU3NYeCKUMU
HEUCIIPABHOCTAMH aMapaTHOTO U IPOrPAMMHOTO O0ECTICYeHHMS, a TAKKe
OCYIIECTBJIICHHE MOHUTOPHUHTA U PearupoBaHus MO CIydasiM HHIIHICHTOB;
e o0ecrieueHue O6e30macHOM, YeTKOM U 3 (PEKTUBHOM pabOTHI COTPYTHUKOB
I'bY3 I M3 KK ¢ ero nahopmaImioHHBIMU peCypcamu;
® CBEJICHHE K pa3yMHOMY MHHHUMYMY (DMHAHCOBBIX 3aTpaT Ha MOJICPKaHHE
(GYHKITMOHUPOBAHUS AMIAPATHOTO U IPOTPAMMHOTO 00ECIICUCHHS U
ABTOMATH3WPOBAHHOM CHCTEMBI B I[E€JIOM Ha JJOJKHOM YPOBHE (Clo1a
OTHOCSITCSL KpYITHBIC ¥ METIKHE OOHOBJICHHSI IIPOTPAMMHOTO U allapaTHOTO
oOecrieueHus1, becepeOoitHoe obecTeueHne CUCTEMBI PACXOTHBIMH
MaTtepuagaMy U Mpoyee);
® CBEJICHHUE MOJI30BaHUS HH()OPMAIIMOHHBIMH PECYPCaMU K €IMHOM CHUCTEME
OpraHU3alMOHHO-PACTIOPAIUTETLHON TOKYMEHTAIUH.
IIpunnunsl odbecnevennsi HHGOPMANMOHHOK 0€30MACHOCTH
[Tpu mocTpoCHUH CHCTEMBI 3aIUTHI HEOOXOIUMO TPUIEPKUBATHCS CIIETYIONTUX
MIPUHITUTIOB:

O O O e
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® [PUMEHEHHUE PA3HOPOJHBIX CUCTEM OOecreueHus] HHOOPMAIIMOHHON
0e301acHOCTH;

® JIOCTOMHCTBA OJTHUX YacTEH CUCTEMbI 0OecrieueHrss UHPOPMAIMOHHON
0€30IMaCHOCTU JIOJKHBI TEPEKPhIBATh HEJOCTATKU JPYTHUX;

e cucTema obecredeHuss UHPOPMAITMOHHON 0€301aCHOCTH JOJIKHA CTPOUTHCS
MHOTI'OYpOBHEBOW;

® B 30HE MAKCUMAaJIbHOW 0€30MAaCHOCTH JOKHBI PACIOIararbcst 0000 BayKHbIE
UH(OPMAIIMOHHBIE PECYPCHI;

® HENPEPHIBHOCTH U IEJEHANPABICHHOCTh Mpoliecca 0OecreueHus
uH(OpMaIMOHHON 0€301MacHOCTH;

® yCHJICHHUE 3alIUThl HHGOPMAIIMK BO BpEeMs HEIITATHBIX CUTYaIIH;

e o0ecreueHre BO3MOXHOCTH PETYJIUPOBAHUS YPOBHS HHGOPMAITMOHHON
6e3onacHocTU 63 u3MeHeHus1 PYHKIMOHAIBHONU 0a3bl CUCTEMBI
UH(pOPMAaIIMOHHON 6€30MacHOCTH;

e o0ecreueHne MPOCTOTHI B MPUMEHEHUN MEXaHU3MOB 3aIlIUTHI JJISI PSITOBBIX
COTPYAHUKOB YUPEHKICHHUS.
OueHka pucKoB

JJ1s O1leHKH PUCKOB MPHU COCTABIICHUH U TOCIIEYIOIIEM TIEPECMOTPE
OpraHU3aIMOHHO-PACTIOPSIAUTEIBHBIX JOKYMEHTOB HEOOXOAMMO CUCTEMATUUCCKU
paccMaTpHUBaTh CJIEIYIOUIUE aCIIEKTHI:

yep0, KoTopsiid MoxkeT HaHecTH nesTenbHocTH ['BY3 I M3 KK cepresnoe
HapylieHue HHGOPMAIIMOHHON 6€30MacHOCTH, C YYETOM BO3MOXKHBIX MOCIIEACTBUIN
HapylIeHUs] KOH(UIEHIIMATbHOCTH, IIEIOCTHOCTH U JOCTYIHOCTH UH(]OpMaInu;

peaNbHYIO0 BEPOSITHOCTh TAKOTO HAPYIIEHUS 3aIIUTHI B CBETE MPEBAIUPYIOIINX
yrpo3 U CPEJCTB KOHTPOJIS.

TpeOoBaHusl B OTHOLIEHUHM 00y4YeHUs BONPocaM UHGOPMAIIMOHHOM
0e30macHOCTH
OCHOBHOI 11eNTbI0 00yUEHUS SIBISICTCS:

e oOecrieueHre YBEPEHHOCTH B OCBeIOMIIEHHOCTH coTpyanukoB ['bY3 T M3
KK 06 yrpo3ax u npobiemMax, CBSI3aHHBIX C HHPOPMAIIMOHHOM
0€30MacHOCThI0, 00 OTBETCTBEHHOCTH B COOTBETCTBUHU C 3aKOHOIATEIIHCTBOM;

® 3HaHHE pabOTHUKAMU MPABUIHHOTO MCIIOJIB30BaHUS CPECTB 00paOOTKH
UHGOPMAIINH MPEXKAC YeM UM OyJIeT PEIOCTABICH TOCTYM K HH(GOPMAIIHH
WIH YCITyTaMm;

® OCHaIIeHHE paOOTHUKOB yUPEKICHUS BCEM HEOOXOIUMBIM IS
coOrozieHust TpeOOBaHU MOJIUTUKHN O€30TACHOCTH YUPEIKIACHUS TIPH
BBITIOJTHEHUH CITYKEOHBIX 005S3aHHOCTEH.

PaGoTHHKYN yupekIeHUs TOJDKHEI 3HATH U BBITIONHATH TPEOOBaHMUS
OpraHU3alMOHHO-PACTOPSAUTENIBHBIX JOKYMEHTOB (B YaCTH KaCarolIeics)
YUpEKICHHS B 001acTH HHGOPMAITMOHHOK 0€30IMacHOCTH, TpeOOBaHMS 00CCIICUCHHS
0e3omnacHocT 00paboTKH MH(GOPMALIUK HAa CPEICTBAX BBIUUCIUTEIbHON
TEeXHUKH, TTpaBuiIa paboThl B ceTu VHTEpHET.
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PaboTHHMKYM yupexJIeHUs TOJKHBI YMETh padoTaTh ¢ CUCTEMOM 3JIEKTPOHHOIO
JIOKyMeHTO000poTa, onepannonHsiMu cuctemamu (MS Windows, Linux, Redos) na
YPOBHE I0JI30BaTENs], AaHTUBUPYCHBIM IPOrPaMMHBIM 0OecrieueHneM, 0(UCHBIM
MIPOrpaMMHBIM 00ECIIEYEHUEM , CPEICTBOM apXuBaluu (7-Zip) AOTHKHBI YMETh
II0J1b30BaThCSI BCTPOCHHOMU CIPABKOM.

CooTBeTCTBYIONIMNI OT/IE]I UHPOPMAITMOHHBIX TEXHOJIOTUHN (CIIEUAIIUCT) 10
nH(pOpMaIIMOHHOM 06€30MaCHOCTH JOJKEH 00ydaTh paOOTHUKOB YUPEIKICHUS
MPaBUIBHOMY MCIIOJIb30BAHUIO CPEACTB 00PaObOTKH 3alIUThl HH(OPMAIMHU, YTOOBI
CBECTU K MUHUMYMY BO3MOYHbIE PUCKU O€3011aCHOCTH.

Bcee yupexnaenus I'bY3 «I1L» M3 KK npu He0OX01uMOCTH AOHKHBI TPOUTH
COOTBETCTBYIOIIEE 00YUEHHE U MOJIy4YaTh HA PETYISIPHON OCHOBE OOHOBIICHHbIE
BapUaHTHI MOJIUTUKU MHPOPMAIIMOHHON 6€301aCHOCTH, MPUHATHIE OPraHOM
MECTHOTO CAaMOYIIPABJICHHUS.

IpaBuiaa pu3nuecKou 3a1UThI

[lepen BHenpeHUEM U UCIIOJIB30BAHHEM HOBOTO aIIMapaTHOTO, TPOrPaMMHOIO
oOecrieueHus: WIM UHOTO paHee HE UCIOJb30BaBIIETroCcs MHGOPMAIIMOHHOTO pecypca
HEo0X0IMMO pa3padoTaTh AJIs HEro npaBuiia o0ecrnedyeHnst 0€30MacHOCTH U
UCIIOJIb30BaTh UX HAPSAY C IPABUIAMH, U3JI0KEHHBIMH B IAHHOM pasfere.

[lepen ycTaHOBKOM M MCTIOIB30BAHUEM KAKOT'O-THOO KOMITBIOTEPHOTO
anmapaTHoro obecrneueHus B 0053aTebHOM MOPSJIKE CIIETyEeT 03HAKOMHUTBCS C
uHOopMaIKel, mpeaocTaBIeHHON pa3paboTYMKOM (MPOAABIIOM), U CTPOTO €i
CJIeI0BATh.

[lepen npoBeaeHNEM KPYITHON MOJEPHU3AIMH HIIK PEMOHTA, MIEPE
BBIMIOJTHEHUEM MaHUITYJISIIIUI HEMOCPEACTBEHHO C HOCUTEISIMU UHGOPMAIIH
HEOOXOIMMO BBITIOTHUTH PE3EPBHOE KOMUPOBAHUE JIAHHBIX.

[Tocrne BbITIOTHEHNUS TIPOIIEcca MOJIEPHU3AIMH aMapaTHOTO U (KJIH)
IIPOrpaMMHOT0 00ecIeueHHsI He0OX0AMMO 00s3aTeITbHO TPOBECTH BHETIAHOBOE
TEXHUYECKOE 00CITy>)KBAaHUE BCEH CUCTEMBI.

[Tpu pasmenienny KOMIBIOTEPHOT'O 0OOPYI0BaHUS B IIOMEIIEHUH, a TAKKE B
IPOIIECCe ero IKCILTyaTallK PUOPUTETHBIM SBIIAETCS 00ECIIeYEHUE IS €ro
0e30MmacHOro PyHKIMOHUPOBAHUS, COOTBETCTBYIOIIETO TOJIOKEHHUSIM, U3JI0)KEHHBIM
B MIpHJIaraeMoil K HeMy JIOKyMeHTaluu. B nmepuona nmpoctost ycTpoiicTBa HE00X0IUMO
00ecTIeYnTh COXPAaHHOCTh €ro pabOTOCIIOCOOHOCTH M BHEIITHETO BU/A.

Bcro nokyMeHTaIuo Ha KOMIIBIOTEpPHOE 000PY0BaHUE U IPOTPaMMHOE
oOecrieueHue (rapaHTHITHBIE 0053aTEILCTBA MPOU3BOAUTENEH (TIPOAABIIOB),
PYKOBOJICTBA IOJI30BATENEH ,pETUCTPALIMOHHBIE KAPTOUKH,

KACCOBBIE Y TOBAPHBIE JIEKH U MPOYEE) JOJKHBI 00513aTEIBHO COXPAHATHCS MOCIIE
MOKYIIKU U XPAHUTHCS B HAJIE)KHOM, 3aIlUIIEHHOM OT CBETA U JIPYTUX BPEIOHOCHBIX
BO3JEHUCTBUN MECTE B YIIAKOBKE.

Crnenyet B molHOM 00beMe U HEYKOCHUTEIHHO COOJII0IaTh MpaBuia
AKCIUTyaTalluM T€X UM WHBIX alnapaTHBIX KOMIbIOTEPHBIX KOMIIOHEHTOB.

TexHnuyeckoe 00CIyKUBAHHE KOMITBIOTEPHOr0 00OPYAOBAHMS U IPOTPAMMHOTO
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oOecrnieueHus (puznueckas YUCTKa 000pyAOBaHMS, NOAAEPKAHNUE TPOTPAMMHOIO
oOecrieyeHusi B paboTOCIOCOOHOM COCTOSIHUM U T.[I.) CIIEAYET POU3BOAUTD
PETYISIPHO, KeJIaTeIbHO B COOTBETCTBUHU C 3apaHEe COCTABICHHBIM PACITMCAHUEM U C
Y4€TOM PEKOMEHJAIMNA pa3pabOTYMKOB JAaHHOTO 00OPYAOBaHUS U MPOTPaMM (C
JAHHBIMH PEKOMEHJALUAMHU CIIEeyeT BHUMATEIbHO O3HAKOMUTBHCA 10 BBIMOTHEHUS
KaKUX-JIMOO eUCTBUM 10 00CTY>KHMBaHHUIO).

TexHnyeckum 00CITy>)KMBAaHUEM CUUTAIOTCA TAK)KE U MEPONPUATHUS 110
pE3epBHOMY KOMMPOBAHUIO TAHHBIX, KOTOPBIE JOJIKHBI HEYKOCHUTEIBHO
UCTIONHATHCS. OHU TOJKHBI BBIMOJIHATHCS CTPOTO PETYJISIPHO U HE PEXE, UeEM pa3 B
Heaeno. Eciau 3To BO3MOKHO, CTOUT cliefaTh MOBTOPHYIO KOMUIO JJAHHBIX U
pa3MEeCTUTh €€ Ha XpaHEeHHUe OTAENbHO OT nepBoil. Cpa3zy ke mocie npoBeAeHUs
PE3epPBHOTO KOMMPOBAHUS JaHHBIX HEOOXOIUMO KaKUM-THO0 CIocOOOM yOeauThCs B
paboTOCIOCOOHOCTH U KOPPEKTHOCTHU MOIYUYEHHON KOMHH.

Pe3epBHOMY KONUPOBAHUIO B 00513aTE€ILHOM MOPSIKE MMOAJIEHKAT:

e Bce KOH(PUACHIMAIbHBIE JaHHbIE COTPYAHUKOB B aBTOMAaTU3UPOBAHHOMN
CUCTEME;

® BCE UCXOJIHbIE MaTepuabl sl pa3paboTKu COOCTBEHHOTO MPOTPAMMHOTO
o0ecrieyeHus: ¥ MPOYHX MPOEKTOB;

® TakKHe JJaHHbIE CUCTEMbI, 0€3 KOTOPhIX HEBO3MOKHA €€ HOpMallbHas paboTa;

® Bce MPOYME BaXKHBIEC TaHHbBIE, KOTOPBIE 3aMTMCaHbl HA PU3NYECKU HEHAIECHKHBIX
HOCHUTENSX HHPOPMALIUU U HOCUTEIIAX, MOIEPKUBAIOLIUX ONEepalluu
nepe3anucu;

e J100BIE IPYTUE JaHHBIE COTIACHO PEUICHUIO YIIOJTHOMOUYEHHBIX PAaOOTHHUKOB
YUPEXKICHUS.

Bo Bpemst pe3epBHOr0 KOMMPOBAHUS IAHHBIX, a TAKXKE BO BPEMSI 3aIHMCH JII000i
uHGOpMAIIMK HA HOCUTEIH MHPOPMAIIUK OJHOKPATHON 3aITUCH, HEJIb3S1 IPOU3BOIUTH
Jpyrue BUIIBI paOOT Ha TOH KOMITBIOTEPHOM CUCTEME, ITPU TTOMOIIIN KOTOPOI
OCYIIECTBIISIETCS 3TA 3AIUCH.

Bce HocuTenu (a5ekTpoHHbIe, OyMakHbIE U Jp.) ¢ KOHGUIECHITUATBHON
nH(OpManKe u pe3epBHBIMU KOTUSAMHU 3TON U APYroil HHGOpPMAIUKM COTPYTHUKA
YUPEXKACHUS TOJKHBI XPAaHUTBCS B HEJOCTYITHOM ISl IOCTOPOHHUX, 3aLUIIIEHHOM OT
CBETa U JPYTUX BPEIOHOCHBIX BO3ACHCTBUI MECTE C COOJIIOIEHUEM MPaBUIT
0€e30MacHOro XpaHeHus UId JaHHOTO BUJa HocuTens nHpopManuu. Hocutensim
¢ 0c000 1IeHHON MH(POPMAIIHEH CIIeyeT YACIITh MOBBIIIEHHOE BHUMAaHUE.

Bce pacxoanble MaTepuaibl CleyeT UCIOIb30BaTh MAaKCUMAIbHO 3()PEeKTUBHO,
HE J0IyCKas HepallMOHAJIIBHOIO UX MCIOJIb30BaHMs. Bece pacxoaHble MaTepralibl
(ucrnonp3yeMble B JaHHBIA MOMEHT M HEMCIOJIb3YEMBIE) HEOOXOAUMO XPAHUTH B
CTPOrOM COOTBETCTBUU C MPABWIAMH X XPAHECHHUS.

XKenarenbHo NpeNPUHATD PSII MEP 110 SHEPTOCOEPEIKEHUIO ISl TEX YCTPOICTB,
KOTOpBIE BPEMEHHO HE HUCIIOJIb3YIOTCS UM HAXOASATCS B COCTOSIHUM OXKHUJIAHMSL.

3anpeniaeTcsi KypuTh, ynoTpeOJIATh MUY U HAIMUTKU HENOCPEACTBEHHO BOJIN3U
KoMmmbioTepa. Heo0xo1uMo npeanpuHsTh MEphl, 4TOOBI 00€30MaCUTh KOMITBIOTEPHOE
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000pyAOBaHUE OT MOBPEXK/ICHUS B IaHHOM CIIyYae.

B Teuenune BHEAPEHUS U UCTIONB30BAHUS HOBOTO allllapaTHOIO, IPOTPAMMHOI0
oOecreyeHus: Wi UHOTO paHee HE MCIOJIb30BABIIErocsi MH(GOPMAIIMOHHOIO pecypca
HEO0OXOIUMO IMPHIIOKUTH BCE YCUIINA K TOMY, UTOOBI HAY4YUThCS 3PPEKTUBHO €ro
MIPUMEHSITb.

Heo6xoauMo B 00s13aTeIbHOM MOPSJIKE 3aMUcaTh BCe HAMOOJIee BaXKHbIC
YCTAHOBKHU U HACTPONKH CUCTEMBI B COCTOSIHUM €€ HOPMAJIBHOTO (IITaTHOTO)
¢ynxumonupoBanus. [logoOHbIe 3aMMcK TPUPABHUBAIOTCS K aiapaTHOU
(mporpaMMHOI) JOKYMEHTAIUH U JOJKHBI COOTBETCTBYIOLIUM 00pa3zoM
00CITy)KUBaThCS.

HeoOxonumMo pazmeniath cuCTeMbl BbIBOJA MHGOpMALIMK (MOHUTOPBI, TUCIIIIEU
U T.JI.) KOMIIBIOTEPOB TaK, YTOOBI OHU HE ObUIH BUIAHBI CO CTOPOHBI IBEPU, OKOH U
TEX MECT B IOMEUIEHUAX, KOTOPbIE HE KOHTPOJIUPYIOTCS.

HeoOxonuMo npeanpuHsATh psg Mep, 01aroaaps KOTOPbIM KOMITbIOTEPHbIE
CUCTEMBI MOJIb30BaTENsI OyAyT 00ecTedeHbl CTAOMIBHBIM AJIEKTPOIUTAHUEM.
O0s13aTeNBbHBIM SBJISIETCS UCIIOJIB30BAHUE XOTSI OBbI CAMBIX MPOCTHIX CPEJCTB IO
00€eCIeyeHUI0 HAJICKHOCTHU AJIEKTPOIIUTAHUS CUCTEMBI (CETEBbIE (PUIIBTPHI,
3a3eMJICHUE U T.11.).

[Tpy BO3SHUKHOBEHHMH KaKON-IMO0 aBapHitHOM cUTyalluu HEOOXOIUMO
HEMEJIEHHO ITPEKPATUTh JKCILTyaTallui0 aBapuMHOro ycrporcrea. Hemennenno
NOCTaBUTh B U3BECTHOCTh PYKOBOAMUTEINSI COOTBETCTBYIOILIETO OT/IENA
UH(GOPMAIIMOHHBIX TEXHOJIOTHH (CHCTEMHOT0 aIMUHUCTPATOPA).
CooTBeTCTBYyIOIIEMY OT/AENY HHGOPMAIIMOHHBIX TEXHOJIOTHH (CUCTEMHOMY
aIMUHUCTPATOPY) B KpaTyaiiline CpOKU OPraHu30BaTh MEPONIPUATHS 110 €TI0
PEMOHTY WJIM 3aMEHE.

CrnenyeT cocTaBUTh MOJPOOHBIE TEXHOJIOTHYECKUE CXEMBI JJI POBEACHUS
Pa3IMYHOTO POJia MEPOIIPUATHI, CBA3aHHBIX C alllapaTHBIM U IPOrPaMMHBIM
obecrnieueHueM (TEXHUYECKOE 0OCTY)KUBaHUE, ITPaBUIa TEXHUKH O€30MaCHOCTH,
pe3epBHOE KOMMPOBAHUE TAHHBIX U T.II.).

HeobOxonuMo paccMoTpeTh BO3MOKHOCTh MPUMEHEHUSI PA3IMYHBIX CUCTEM
ABTOMAaTU3MPOBAHHOI'O MOHUTOPUHIA TEKYIIETO COCTOSIHUSA anmnapaTHbIX
MH(POPMAILIMOHHBIX PECYPCOB, U MPHU NEPBOM K€ BOZMOKHOCTH BHEIPUTH UX, 110
KpaiiHel Mepe, Ha Hanbosiee BAXKHBIX U OTBETCTBEHHBIX YYaCTKaX.

B Teuyenue npouecca cnucaHusi KOMIBIOTEPHON TEXHUKH, HOCUTEIEH
nH(popMauK 1 Ap. HEOOXOIUMO M03a00TUTHCSA O TOM, YTOOBI ITOCJIC BHITTOJTHCHUS
MPOLEAYPHI IEPEHOCa OCHOBHBIX MH(OPMAIIMOHHBIX PECYPCOB CO CIIMCHIBAEMOMN
TEXHUKH, OBIJIO MTPOU3BEICHO MOJHOE 1 0€3BO3BPATHOE YHHUUTOKEHUE
coJiepKaleicst Ha Hel KOHPUICHIINAIBHON U JIF000H Apyroi nHbopmaIuu.

Heo6xoanmo o0s3atensHO pa3paboTarh MIaH ASHCTBHUH MO MPOAOKEHUIO
paboThI M 0OECIEYeHHNIO O€30MaCHOCTH JaHHBIX Ha CIIydail, €CJIM BBIMAYT U3 CTPOS
Kakue-1u00 anmnapaTHbie U (W) MPOTPAMMHBIE YaACTH KOMITbIOTEPHOUN CUCTEMBI.
JlaHHBIH TJ1aH JOJIKEH CUCTEMAaTHYECKH MPOBEPATHCS HA aKTYalIbHOCTh U MIPU



HEOOXOJMMOCTHU TepecMaTpUBATHCS.
IIpaBniia BHEIHET 0 JOCTYIIA

[Tocne ycTaHOBKM CUCTEMBI U TEPE]T MEPBBHIM BBIXOJOM B CETh HEOOXOIUMO B
00s13aTeTbHOM MOPSIKE MPUHITH KOMIUIEKC MEP MO YCTAHOBJICHUIO 3alUTHI OT
BpPEIOHOCHOTI'0 BO3JEHUCTBUS CETH.

B cucreMe m0ImKHBI OBITh IPEATPUHATEI BCE BO3MOXKHBIE MEPBI IS
MPEOTBPAIICHUS PACITPOCTPAHEHUS B HEM KOMITBIOTEPHBIX BUPYCOB, «4epBEN» U
MpoYei MOTEHIIMATLHO OMACHOM 1Jis ee Oe3omacHOoCTH nHGopMmanuu. Bee paboTHrKkU
yUpexKJIeHUs 00s3aHbl IPUHUMATh YYaCTHE B pealU3allii dTUX MEP U HUKAKUMU
CBOMMH JICHCTBUSAMU HE JODKHBI MIPETISATCTBOBATH UX IMPOBEICHUIO.

Heo6xoauMo cTporo KOHTPOJIUPOBATH C TTIOMOIIbIO COOTBETCTBYIOIIETO
IPOrpaMMHOI0 o0ecreueHus (AaHTUBUPYC, OpaHIMaydp U IIpouee) BCIO BXOJSIIYIO U
UCXOJIAITYI0 MHGOPMAIIHMIO HAa HAJTMYUE BUPYCOB U MIPOUCH MOTEHIIMATBLHO OMacHOM
uHdopmanuu. HeoOxoaumo Takke TIaTeIbHO HACTPOUTH TapaMeTphbl 0€30MacCHOCTH
TOTO MIPOTPAMMHOTO M alapaTHOTO 00eCIeueH s, KOTOPOE HEMOCPEJACTBEHHO Oy IeT
UMETb JIOCTYT B CETb.

Cuctema J0JKHA MOBEPraThCs MEPUOINISCKON MPOBEPKE aHTUBUPYCHBIMHU
cpeacTBaMHU (HE pexe 4eM pa3 B MECSIl) U IPYTUMH CPEJICTBaMH, 00€CTICYMBAIOIIINMU
0e30MacHOCTb B cUCTEME (€CIIHM TaKOBbIe UMEIOTCS ). B citydae oOHapy)eHus mpu
NPOBEJICHUN aHTUBUPYCHOU MPOBEPKU 3apaKEHHBIX KOMITBIOTCPHBIMU BUPYCAMHU
(aiinoB pabOTHUKY YUPEXKIEHUS 0053aHbI: TPUOCTAHOBUTH PabOTy Ha KOMITBIOTEPE,
HEMEJJICHHO TTOCTaBUTh B U3BECTHOCTD O (pakTe OOHAPYKEHUSI 3aPAKEHHBIX
BUpYCOM (haiiyIoB pyKOBOAUTEINS OTAEIA, BIAENblla 3apaKeHHbIX (pailsios,

CMEXHbBIE OT/IEIIbI, UCTIONB3YIOIIUE ATH (Pailyibl B paboTe, a TaKxke
COOTBETCTBYIOIIETO CIENHUATUCTA IO MHPOPMAIIMOHHON 6€30MacHOCTH.

Bce BHemHne HocuTenu nH(pOpMAIUK, TOTYYCHHBIE U3 COMHUTETbHBIX WIH
HEU3BECTHBIX UICTOYHUKOB, JOJKHBI MMOABEPTATHCS MMOTHOMY aHTUBUPYCHOMY
CKaHUPOBAHUIO MEPE] UCTIOIb30BAHUEM.

Heob6xoauMo peryssipHo 0OHOBIIATh BEPCUHU ITPOTPAMMHOTO 00ECIICUCHUS,
CBSI3aHHOTO C 0OecrieueHreM 0e30MMacHOCTH CUCTEMBI, YCTAHABIMBATH O(PUITHATIBHBIC
OOHOBJICHUS TIPOTPAMM, KOTOPHIE UMEIOT MPAMOE I KOCBEHHOE OTHOIIICHHUE K
paborte ¢ ceThio. Croa ke OTHOCATCS U OOHOBJICHUS, CBSA3aHHBIC C YIIPABICHUEM
armapaTHbIM 00ECIIEUeHUEM CUCTEMBI (JIpailBepbl YCTPOUCTB U T.I1.).

[Tpu o6Hapy)eHUU 3apaKEeHHBIX BUPYCAMH JTAHHBIX 3TH JaHHBIC TOJDKHBI
HEMEJICHHO U 0€3BO3BPATHO yAAISATHCA. VICKITIOUEHHE COCTABIISIIOT JIMIIb BaXKHBIE
JaHHBIC, JJISI KOTOPBIX UMEET CMBICI TIOPOOOBATH MPUMEHHUTD MPOIIECTYPHI
BOCCTAHOBJICHHUS.

Crnenyet ¢ 60TBIION OCTOPOKHOCTHIO OTHOCHUTCS K TIPOTpaMMam, B KOTOPBIX
MPUCYTCTBYIOT OMPEAEICHHOTO POJia YA3BUMOCTH /11 HECAHKIIMOHUPOBAHHOTO
MIPOHUKHOBEHUSI, WIIH K€ B KOTOPBIX BKIIOUEHBI 0COOBIE TIPUBIIICTUH JJIS UX
pa3pabOTUYHKOB.

HeobxomrMo BHUMATE,HO MPOAHATH3UPOBATH CHCTEMY JTAHHBIX COTPYIHUKA U
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o0ecrneunTh ee CTPYKTYpUPOBAHHOE XpaHEHUE Ha HOCUTENIX nHpopmaru. Bee
JTAHHBIE JOJKHBI KJIACCU(PUIIUPOBATHCS COTIACHO UX MPUMEHEHUIO WIH K€ 10
JPYroMy, 4€TKO YCTaHOBJIICHHOMY COTPYJIHUKOM KpUTEPHUIO (HArIpuMep, KpUTEpUIMu
MOTYT CITY>KUTh COOOpakKeHUsi KOH()UACHIIMATbHOCTH JAHHBIX, MECTO U3
pa3MenieHus U crnocod MepechUIKN).

IIpaBunia nocryna B UHTepHer

[IporpamMmmHoe oGecrieueHne, o0ecrneurnBaroIee 3aluTy CUCTEMBI OT
MIPOHUKHOBEHUS, IOJDKHO OBITh 33/IEMCTBOBAHO B MOJTHOM 00beMe Ha MPOTSHKECHUU
BCETO ceaHca CBA3U ¢ MHTepHEeTOM.

JlomyckaeTcsi BpeMEHHOE OTKJTIOUEHUE YaCTU MPOTPaMMHOTO 0OecTieYeHus,
00€eCTeurBAalOIIET0 3alUTY CUCTEMBbI, B T€X ClydasX, Korjaa 0€3 3TOro HEBO3MOXKHO
BBITIOJIHUTH Kakoi-1r00 Bua paboThl. [Tocie BBIONHEHUST JaHHOTO BUAa paboT
OTKJTIOUEHHBIE YaCTH CUCTEMbI 3aITUTHI I0JKHBI OBITh BHOBb 3a/1CHICTBOBAHBI.

PaGoTHuKM yupexaeHus T0MyCKarTCs K UCTIOh30BaHUI0 MIHTepHETa TOJIBKO
MIOCJIC MPOXOXKICHUSI MHCTPYKTaXa, B KOTOPOM pazbsicHsIack Obl [lomuTnka
0€30MacCHOCTH JJAHHOW CUCTEMbI B OTHOIIEHUHU TI100aJIbHON CETH.

PaGoTHuKM yupexaeHus TOKHBI CTapaThCsl PEIOCTABISITh O ceOe KaK MOYKHO
MeHbIIIe UH(POPMAITUHU B CE€Th, a TEM OoJiee He JOJKHBI pa3riiaiiaTh JHOY0
KOH(UIECHIIMATBHYIO HHPOPMAIIHIO.

Bce daiinel, monyuennsie u3 HTepHeTa, epe/ ux UCIOJIb30BaHUEM JOJIKHBI
POWTHU JAOMOJHUTENbHYIO aHTUBUPYCHYIO ITPOBEPKY.

[Tocne kaxxoro ceanca cBa3u ¢ MIHTepHETOM HEOOXOIMMO MPOBOAUTH OUUCTKY
CUCTEMBI OT HEHY>KHBIX CIY>K€OHBIX JaHHBIX, KOTOPbIE MOSABIINCH B PE3yJIbTaTe
COEJIMHEHHUS C CEThIO.

Bce nannbie, nonydyennsie u3 MIHTepHETa TOKHBI CUCTEMATU3UPOBATHCS U
COXPAHSIThCSI.

IIpaBuia 6€30MaCHOCTH 3JIEKTPOHHOM MOYTHI

Bce nanboiiee BaxkHbIE COOOIIECHUS dJIEKTPOHHOMN TTOYTHI JTOJDKHBI
apXUBUPOBATHCS, OCOOCHHO T€ COOOIIEHHUS, KOTOPBIE MPUCIIaHbl OQUITHATHHBIMHU
rpynnamMu TEXHUYECKON MOANECPKKU KaKUX-TM00 NHGOPMAIIMOHHBIX PECYPCOB.
Taxxe perynsapHOi apXuBallMy JOJKHA TOIBEpraThCcsl MHGOPMAIIHS, KacaroIasics
JAHHBIX O TEX COTPYAHUKAX, C KOTOPBIMU OCYILIECTBIISIETCS CBSI3b CPEICTBAMU
ANIEKTPOHHOU MOYTHI (aAPECHBIE KHUTH U T.1.).

Bce panee coxpaHeHHbBIE TOYTOBBIE COOOIICHMS, TOTEPSIBIITUE CBOIO
aKTyaJIbHOCTD, JOJKHBI OBITh THIATEIHHBIM 00pa3oM 0€3BO3BPATHO YHUUTOXKEHBI CO
BCEX HOCUTENEH MH(pOopMaLIHH.

HeobxonumMo B 00s13aTEIPHOM MOPSIAKE CKAHUPOBATH KAXKI0€ UCXOSINEE U
MOJIy4YaeMOoe COOOIIEHUE JIEKTPOHHOM MOYTHI HA HATUYKME NOTEHIIMAIbHO OMacHOTO
COAEPKUMOTO (BUPYCHI, «4epBU» U T.1.). [louTOBBIE COOOIIEHUS, HE
YIOBIIETBOPSIIONINE YCTAHOBICHHBIM TPeOOBaHUSAM, TOJDKHBI HEMEIJICHHO U
0€3BO3BPATHO yIAJATHCS.

Heob6xommuMo Ha BCeX MCTIOIB3YEMBIX MMOYTOBBIX SAIIUKAX YCTAHOBUTD, TIPH
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HEO0OXOIUMOCTH, OTPAHUYEHHSI HA COAEPKUMOE U pa3MepP MPUHUMAEMBIX COOOLIEHUN
U OTCEHUBATh T€ COOOIIEHUs, KOTOPbIE HE YJOBIETBOPSIOT YCTAHOBJIEHHBIM
KPUTEPUSIM.

[locne oTnpaBKy NMUChbMa MO 3JEKTPOHHOM 1MOYTE HEOOXOAMMO XPAHUTH €r0 10
TEX MOP, MOKA HE Oy/IeT YBEPEHHOCTHU (IOATBEPKACHUS) B TOM, YTO OHO TOCTHUIJIO
noJiyqaresisi. DTO )K€ KacaeTcs U JIIOObIX IPYTUX cocoO0B nepesayr HHPOopMaluu.
Bce daitnbl (0co0eHHO ncTioNHUMBbIE U (haiiiibl OONBIINX Pa3MEPOB), OTYUECHHbIE
BMECTE C COOOUIEHUEM AIIEKTPOHHOM MOYTHI 0€3 KaKOTro-I1u00 3anpoca co CTOPOHBI
PabOTHUKHU YUpexaeHHUs! (0COOCHHO OT HEM3BECTHOIO ajipecara) JOJKHbI
HEMEJJICHHO U 0€3BO3BPATHO YJANATHCSA 0€3 OIIEHKU UX MoJe3HOCTH. [Ipu aTom
KaXKIbli MOAOOHBIN QakT JoJKEeH ObITh 3aperucTpupoBaH. Eciu HeT noiaHo
YBEPEHHOCTU B HEOOXOAMMOCTHU yAAJIEHUS TAHHOTO COOOIIeHHs, HE0OX0IUMO, B
Cllydae ecii aJpecar U3BECTEH U TOJIBKO B 3TOM CIIy4ae, JOMOIHUTENbHO CBSI3AThCS C
HUM (HE TI0 JIEKTPOHHOM MOYTE) U TOMPOCHUTH y HETO MOITBEPXKICHUS B TIOCHLITKE
COOOIIECHHUS.

PaGoTHuKM yupekaeHus He TOJKHBI y4aCTBOBATh B PACCHUIKE TTOCTaHUH,
nepeiaBaeMbIX MO0 LEMOoYKe, HE JOHKHBI OTBEYAaTh HA OCKOPOUTEIbHBIE U
IPOBOKAIIMOHHBIE co001IeHus. Takue nocaanus JOJKHBI ObITh CHavYaa nepeaHbl
CiTy’)k0aM TeXHUYECKOW MOJIICPIKKU UCTIONB3YEMBIX TIOYTOBBIX CEPBUCOB IS
aHaiM3a, a Mocie ATOro - 0€3BO3BPATHO y/IaJICHBI U3 CUCTEMBI. Takke He0OX0IUMO
OPUHSTH BCE BO3MOKHBIE MEPHI 110 00€CTICUSHUIO MPEKPAILECHUS TOTYYSHUS U3
JAHHOTO UCTOYHHUKA MOA00HOM HH(pOopManuu B OyaylIeM.

IIpaBuia ynpaBjieHusi 10CTyNIOM

B oTHoOIIIEHNN BCeX OCHOBHBIX M HE OCHOBHBIX (TOCTH U Mpoyee) pabOTHUKOB
YUpEXKACHHUS] HEOOXOJUMO OCYIIECTBIISITH KOMIUIEKC MEp MO 00eCIeUeHUI0 UX
paboThl B aBTOMATHU3MPOBAHHOM CHUCTEME YUPEKICHHUS, B YACTHOCTU PETUCTPALIUIO,
BBIJIEJICHUE OTPEe/IeICHHBIX HH(OPMAIIMOHHBIX PECYPCOB U YCTAHOBIICHHUE YETKUX HE
M30BITOYHBIX, & TOJTBKO HEOOXOIUMBIX MPAB JIOCTYIA K HUM.

Cnyx0a peructpalivu J0JbKHA 00SCIIEUUTh MOJ0XKUTEIBHYIO ayTeHTH(DUKAIIHIO.
DTO0 IacT rapaHTUIO TOTO, YTO 3aKOHHBIN MOIH30BATENb MOTYUUT JOCTYI K CUCTEME.

Heo6xoanmo B 00s3aTeIbHOM MOPSAJIKE PETUCTPUPOBATH BCE yIauyHbIE U
HEYyJJauHbIE TOMBITKH BXO/Ia B CUCTEMY, @ TAK)KE BECTH ayJUT JOCTyNa paOOTHUKOB
YUPEXJIEHUS K €€ 00BEKTaM U MEePUOIUUECKH TPOCMATPUBATh PE3YJIbTAThl €r0
paboTHI.

[Tpu mepBoii ke HEOOXOUMOCTH PabOTHI C CUCTEMOM TIPH MMOMOIIH YAAJTIEHHOTO
JOCTYTIa WM e C JIOKAIBbHOM CeThI0 He00X0IMMO pa3padboTaTh MpaBuIiIa
0€30MMacHOCTH, PETIAMEHTUPYIOIINE TaHHbBIE BUBI paboT.

Vcnonp3oBaHne UMEH U TapoJiel AJi JOCTyNa K UH()OPMALIMOHHBIM pecypcaM:

® HEOOXOJIMMO HCIOJB30BaTh IMAPOJIH BE3JIE, TJIe ITO IeIeco00pas3Ho;

e CleayeT NpUAEPKUBATHCS CIETYIOMINX MPABUII COCTaBICHUS U
MCIIOJIb30BaHMsI MTAPOJIEH - Mapoib TOJDKEH COCTOATh HE MEHEe YeM U3
IIECTU CUMBOJIOB, COCTOSITh U3 MPOU3BOJILHBIX KOMOMHAIMM OyKB, ITUpp U



11

JIPYTUX CUMBOJIOB MJIM K€ MPECTaBIsATh COO0M OECCMBICIEHHYIO
KOMOMHAIINIO CJIOB, BKIIIOYAIOTYI0 OYKBBI BEPXHETO PETUCTPA;
® HEoO0XOAMMO MEHSTH BCE MApOJIH HE PEXKE YeM pa3 B [Ba MecsIa
(>kenaTesbHO JIeNIaTh ATO HE MO rpaduKy), IpyU 3TOM HCHOIb30BATh MAPOJIU
MIOBTOPHO HE pa3peracTcs;
® 3aMpeIIeHO UCII0JIb30BaTh OJIMHAKOBEIEC MTAPOIH ISl JOCTYIA K Pa3HbIM
UH(OPMALIMOHHBIM pecypcam;
® TapoH He0OXOUMO XPAaHUTh B HA/ICKHOM, HEJIOCTYITHOM JIJIs
MOCTOPOHHHUX MECTE WJIH YK€ MCTIOIh30BaTh CIICIMATbHBIC alllapaTHbIe
CpeZCTBa JIJISl X XPaHCHHS,
® XpaHEHHE MapoJeil OCYIIECTBIICTCS ONEPAlMOHHON CHCTEMOH, 1
YCTAHOBIICHHBIN €10 YPOBEHB 3aIUTHl HE MOXET OBITh OCIIA0JICH;
® 3alperIeHo coo0aTh CBOM MapOIU TPETHUM JIMIIaM B KaKoi OBl TO HU OBLIO
dopme;
* - TTAPOJIM 3aIPEIaeTcsl MICaTh Ha KOMIIBIOTEPHBIX TEPMHUHAJIAX, TOMEIIATh B
00I11eTIOCTYITHBIC MECTA;
® HEOOXOAMMO 3aMEHHUTH BCE MAPOJIH, HA3HAYCHHBIE CHCTEMOM 10
YMOJTYaHUIO, HA COOCTBEHHBIE, & IOTOM, €CITH 3TO BO3MOXKHO, OTKIIFOUUTh
BO3MOKHOCTB JIOCTYIIa K JAHHOMY PECypCy 10 CTaHJapTHOMY IMapoJIio;
® BCe UMEHA U MapoJiv ISl TOCTYIa K KAKUM-JINO0 HH(POPMALIMOHHBIM
pecypcaM, KOTOpbI€ HE MCTIONB3YIOTCA, MOJIeKAT HAAS)KHON OJIOKUPOBKE;
® cucTeMa JOJDKHA MPEIOTBPAIaTh MONBITKH PETUCTPAII U
nepeperucTpaluy TeX COTPYAHUKOB, YbHM UMEHA U TIApOJIH JIJIsl BXOJIa B
CUCTEMY HE COOTBETCTBYIOT YCTAaHOBJICHHBIM IMTpaBUJIaM;
® [IpH MOJYYEHUHU JOCTYIA K KAKOMY-JIN00 HH(POPMAIIMOHHOMY PECYPCY MpHU
TIOMOIIY TIPOIIecCa aBTOPU3AIUHU TI0 UMEHH U MapOJII0 COTPYIHUK HE
JIOJIKEH TIPOU3HOCUTH ATH JIaHHBIE BCIYX IIPU BBOJIE UX B CUCTEMY;
® U3MEHSTH NapOIr HEOOXOIUMO BCSAKHUM pa3, KOT/la €CTh YKa3aHUs Ha
BO3MOXKHYIO KOMIIPOMETAIIMIO CUCTEM HJIM TTapOJieH.
YrnpasJ/ieHne HelPepPbIBHOCTHIO Pa00Thl yUpeKIeHUs:

OCHOBHOI1 LIENBIO YTIPaBICHUS HEMIPEPHIBHOCTHIO PAOOTHI YUPEXKICHUS SBISETCS
POTUBOJICHCTBUE TpepbIBaHUs pabOTHI U 3aIIMTa pabOYUX MPOLIECCOB OT
MOCIIEACTBUN MTPU 3HAYUTENBHBIX COOAX WU OCICTBUSAX.

HeobxonumMo obecrieunBaTh yIpaBieHHE HEPEPHIBHOCTHIO pa0OTHI C IENIbIO
MUHHAMM3AIUN OTPUIIATEIBHBIX TTOCIECTBUN, BEI3BAHHBIX HAPYIICHUSIMU
6e3onacHoctu. [locnencTBust OT HapyIIeHUH OE€30MACHOCTH U OTKA30B B
o0CITy>KMBaHMHM HEOOXOIUMO aHAIM3UPOBATH, 10 Pe3yIbTaTaM aHaIH3a
pa3palaThIBaTh U BHEAPATH IUIaHBI OOECTIeUeHUS] HEIPEPHIBHOCTU PAOOTHI C LIEBIO
BOCCTAHOBJICHUS pabo4MX MPOIECCOB B TEUCHUE TPEOYEMOT0 BPEMEHHU MPH UX
HapyleHud. Takue miaHbl CIeIyeT MOAEPKUBATh U MPUMEHSThH Ha MPAKTUKE.
JloikHa ObITh BhIpabOTaHa CTpaTerys HENPEPHIBHOCTH paboyvero mpoiiecca B
COOTBETCTBHH C COTJIACOBAaHHBIMHU LIESIMH U MTpropuTeTaMu. Heo6xoanmMo 4Toobt
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IJTAHUPOBAHHUE HETIPEPHIBHOCTH PA0OTHI HAYMHAIOCH C UACHTU(DHUKAIIUN COOBITHH,
KOTOPBIE MOTYT OBITh IPUUNHOM MpephIBaHUS PabOTHI, HAPUMEP OTKA3
00opyI0BaHMs, HABOJHEHHE WM MOXkap. [mannpoBanue JOMKHO COMPOBOXKIATHCS
OIICHKOW PUCKOB C 1I€JIbI0 ONPEEICHUs MOCIEACTBUN ITUX PEphIBaHUM (KaK €
TOYKH 3pEHUS MaciiTadba MOBPEKICHHsI, TaK U eproja BoccTaHOBIeHUs ). OleHKa
pHCKa JIOJDKHA PaCIpOCTPAHATHCS HA BCE paboyme MpOoIecChl U HE OTPAHUYUBATHCS
TOJBKO CpeAcTBaMH 00paboTKu MHPOpMaIuu. B 3aBUCHMOCTH OT Pe3ylbTaTOB
OIICHKH PUCKOB HEOOXOUMO pa3paboTaTh CTPATETHIO JJIsl ONpeIeSIeHHs 00IEero
MOJIX0a K 00ECTICUeHUI0 HEMPEPBIBHOCTH paboThl. Pa3paboTaHHBIN TUTaH JOHKEH
OBITH YTBEPKIEH PYKOBOJCTBOM yupexacHus. Heo0xoaumMo, 4ToOb! TUTaH
o0ecrniedeHuns: HEMPEePBIBHOCTH PabOTHI MTPEeayCMaTPUBAI CISAYIOINE
MEPOIPUATHUS IO 0OecTIeYeHH IO HH(OPMAITMOHHON O€301aCHOCTHU

® OMpe/eNieHUE U COTIIACOBAHME BCEX 00sI3aHHOCTEHN JOKHOCTHBIX JIUI U
MPOLIEAYp Ha CIIy4Yal Ype3BbIYalHbIX CUTYAIUN;

e BHEJPCHUE B CITy4yac YpE3BbIYAHHBIX CUTYAIIUH TIPOIEAYD,
00eCTneunBaONIINX BO3MOXHOCTh BOCCTAHOBJICHHS pabodvero mpoiecca B
TedeHHe TpeOyeMOoro BpeMeHHU;

e 0c000¢€ BIMSIHHE CISAYET YACSATh OIIEHKE 3aBUCHMOCTH paOOTHI OT
BHEITHUX (DAKTOPOB U CYNIESCTBYIONIUX KOHTPAKTORB;

® JOKyMEHTHPOBAaHUE COTJIACOBAHHBIX MPOIIEAYpP U MPOIIECCOB;

® COOTBETCTBYIOIIEE OOyUYEHUE COTPYAHUKOB JEHCTBUSAM MPU
BO3HWKHOBEHHUH YPE3BBIYAIHBIX CUTYAIINH, BKIIOUasi KPU3UCHOE YIIPABJICHHE.

Heo6xoamumo, 94To0bI T1aH 00ecTieueHUsT HePEPHIBHOCTH PaOOTHI
COOTBETCTBOBAJ TPEOYEMBIM ILIEJISIM PAOOTHI.
OTBeTCTBEHHOCTH 32 HAPYIIEHHE MOJUTHKH 0€30MACHOCTH

Bce paGoTHUKM yUpekIeHUsI HECYT OTBETCTBEHHOCTD 32 HapyIIICHHE
TpeboBanuii HacTosmer [lonuTukn nHGOpMaITMOHHOM 0€30TTaCHOCTH COTIIACHO
JEHCTBYIOIIEMY 3aKOHOIaTEILCTBY B 00JIACTH 3alTUThI HH(OpMAIUH.

ConpoBoskaeHue npaBuJi

Bce 0e3 nckiiroueHus MoaoKeHus JaHHOTO JOKYMEHTa UMEIOT OJMHAKOBO
PaBHYIO CHJIY U JOJIKHBI HEYKOCHUTEIHHO COOIOAATHCS.

[Tonutrka nHPOPMAITMOHHOM 6E€30MACHOCTH JOJKHA B 003aTEIILHOM MOPSIKE
MEPUOINYECKY TIEPEUUTHIBATHCS U EPECMATPUBATHCS (HE peiKe YeM OJIMH pa3 B TON).

EsxemecsiaHO JOKHA MPOBOAUTHCS OLIEHKA TEKYIET0 COCTOSTHHS UMEIOITUXCS Y
COTPYIHUKOB MH(POPMAIIMOHHBIX PECYpcOB. B pe3ynbrare 3TOM OIIEHKH B
COOTBETCTBYIOIINE JOKYMEHTHI IO 0€30MacHOCTH JOJKHBI BHOCUTHCS HEOOXOANMBIC
M3MEHEHHUS (€CJIU OHU €CTh).

[Tpu mpoBeaeHNN KaKuX-THO0 N3MEHEHUH B JaHHBIX MpPaBHIIaxX
COOTBETCTBYIOIINE U3MEHEHHUS, TIPU HEOOXOJUMOCTH, TOJDKHBI IIPOU3BOUTHCS U B
JIPYTUX JOKYMEHTaX, Kacarommxcs ooecneueHnsi 0€30MmacHOCTH.

Ecnu BO3HUKIIM HETpeIBUICHHEBIE O0CTOsITEIBCTBA, TPEOYIOIINE CPOIHOTO
nepecMotpa [lonutuku nHPpOpMamOHHON OE30MaCHOCTH, TO TAKOW MEPECMOTP
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MOKET OBITh OCYIIIECTBIICH JI0 TUIAHOBOTO TiepecMoTpa. [Ipu BOSHUKHOBEHUH
CEphE3HBIX MPOOJIEM ¢ 0€30MaCHOCTHIO CUCTEMBI (HAIIpUMED, MPU YCIICIIHOM B3JIOME
CUCTEMBI O€30MMaCHOCTH) BO3HUKIIAS TPOOJIeMa J10KHA ObITh HEMEIJICHHO
MIPOAHATU3UPOBAHA, @ OPTAHU3AIMOHHO-PACIIOPSIUTEIBLHBIC TOKYMEHTHI 110
nH(OPMAITMOHHON O€30ITaCHOCTH ITEPECMOTPEHBI B COOTBETCTBHH C TIPOBEICHHBIM
aHanu3oM. [Ipu 3TOM HY)XHO paccMaTpUBaTh MPOOIEMY B IIEJIOM U M3JIUIIIHE HE
(GOKycHpOBaTh BHUMAHHUE HA OTACIBHBIX JICTATIAX.

Komus Hacrosmieit [loauTiky qomKHA HAXOAUTHCS B JOCTYITHOM JiJIsi paOOTHHUKOB
u naueHToB 'BY3 «I11] M3 KK» mecre.



